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Why do you need digital risk protection?

We live in the era of Digital Transformation.
Digital Transformation & Digital Risk go hand-in-hand.
Increased Digital Footprint: social media platforms, online banking, e-com, utilities management, etc.
Larger Digital Footprint = Larger Public Attack Surface
Categories of Risk: « Theft of personal information like credit card & bank account nr’s

- Hacking or hijacking of social media accounts

- Loss of funds due to scams, malware, phishing attacks

- Cyber & physical threats to you & your family

- Risks to other unique digital assets like your Crypto Wallets or Gamer Handle
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Social Media

Code Sharing Registrars
. . . ‘:‘B -com «name.net &>
Digital risk
protection services
To protect organizations and individuals Email & Collabs Mobile App Stores
from the external threats introduced by
social media, deep & dark web, fake news, o g@b
app stores, and collaboration platforms.
Web
Depp & Dark Web Marketplaces

@c8-Q0O= .. GCOE-
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The Digimune Platform

@ 01 Cloud-based platform hosted in Microsoft Azure.

@ 02 Next generation Digital Risk Protection.

® 03 Deep & Dark Web Monitoring for compromised
personal information.

@ 04 Data Breach Notification for leaked credentials.

@ 05 Crypto Wallet Monitoring and Alerts.

@ 06 Monitoring of your Gamer Handle

@ 07 Account Take-Over Protection for Facebook,

Instagram, LinkedIn, Twitter and YouTube.

@ 08 Protection against Impersonated Social Media
Accounts.

@ 09 Doxxing Protection to Monitor for any
published personal information.

® 10 Takedown of impersonated social media
accounts.

@ 11 Supports all Web Browsers, Android and iOS.

@ 12 Conforms to all global data privacy and
security standards like GDPR, PCI DSS, etc.

LIVE FREE



di8i GUARD

Identity:

01

The Deep & Dark Web harbor a
massive source of data
content and communication
that often goes undetected
and untraced. Traditional
search engines offer no
visibility into these channels,
making them a prime market
for bad actors looking to share
or sell proprietary or personal
information.

02

Deep & Dark Web
Monitoring safequards
your personal information
against data leakage,
breaches, and the illegal
selling of data on a broad
range of deep and dark
web sites, forums and
chatrooms including TOR,
I2P, ZeroNet, Paste Sites
and more...

03

Receive alerts if any of your
personal information or
credentials are detected in
any global data breaches or
monitor other unique
personal assets like your
Crypto Wallet or Gamer
Handle and receive alerts on

any indicators of compromise.

04

Digimune alerts on sensitive
information including:

+ E-Mail Address

« Credit Card information
- Identity / SSN

« Social Insurance number
« Medical ID number

« Passport number

« Phone number

+ Bank Account number

» Date of Birth

» Address
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ldentity Plus
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Yoursocialmedia |  Advanced Protection Protection for your social

~age we live in.

Digimune Identity
PLUS includes all
Digimune Identity
Protection features
PLUS...

of your social media media accounts on
accounts is a must Facebook, Instagram,
~ have in the digital LinkedIn, Twitter, and
YouTube.

Digimune offers out- If-:a:ny': 'i'ri.di'c"'c'.itbr_s_._

of the box rules that compromise are detected,
provide Advanced you will be able to Lock
Account Take Over any of your owned
Protection accounts or Block any

criminal actors
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ldentity Premium

Ol 03

02

The increasing popularity
of social media platforms
has many consequences

One of them being that
cybercriminals exploit it to try
and scam people into providing

their money or personal details.

One of the ways this is done is
through social media
impersonation.

There is a huge increase in the
publishing of sensitive and
personal information on public
for our lives. and social media platforms.

Also known as Doxxing

05 07
04 06

Digimune will provide alerts
for any potential
impersonating social media
accounts that are found

|dentity PREMIUM allows you to request
takedowns of impersonating social
media accounts and threat actors
targeting you that are in breach of the
network’s terms of service

Doxxing Protection monitors
and alerts on the publishing
of sensitive and personal
information such as name,
address, workplace, phone
number, or other personal
identifying information.

|dentity PREMIUM
includes all Identity PLUS
features, plus Advanced
Social Media Protection
features like Social
Media Impersonation
and Doxxing Protection
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|dentity
Premium
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Product & features Identity dentity
Plus

Deep & Dark Web Monitoring
Data Breach Notification

Crypto Wallet Monitoring

COLCKS

Gamer Handle Monitoring

Social Media Account Take-Over Protection

CAOCSKS

Social Media Impersonation Protection
Social Media Doxxing Protection

Takedown & Remediation (social media)
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Contact
General enquiries: connect@digimunegroup.com

® °
d I I ‘ I . U ‘ l z Support: support@digimunegroup.com
Claims: claims@digimunegroup.com

LIVE FREE Sales: sales@digimunegroup.com

digimune.com South Africa | Australia | United Kingdom | Hungary | Indonesia LIVE FREE
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